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al is originated from the sender and comprising the contents of 

the information being electronically transmitted to said 

Gl recr^ient, and said one or more information elements a2,...,an 

comprising dispatch- related information and comprise at least 
QBfO'i^ the fondling elements: 

a2 - a \ime indication associated with said dispatch; and 
a3 - inf orr^iation describing the destination of said 
dispatch, 

and wherein at leasbv said information element a2 is provided in 
a manner that is resisB^nt to or indicative of tampering by 
either of said sender and\said recipient; 

an authenticator functioninq as a non- interested third party 
with respect to the sender and\he receiver and having 

means for associating said disp^ch-related information with 
said element al by generating authentication- information 
comprising a representation of at least said elements al, a2 
and a3 , said representation comprising a setN^f one or more 
elements, each comprising a representation of on^ or more 
elements of said set A; and 

means for securing at least part of said 
authentication- information against tampering of [at leas\] said 
..aender and recipient . 
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j ^ ?5". (Amended) Apparatus according to claim wherein the 

apparatus is combined in whole or in part with said dispatcher 
[and comprising at least part of said dispatcher] . 
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(Amended) A method for authenticating that certain 
information has been transmitted from a sender via a dispatcher 
to a recipient, comprising the steps of: 

providing a set A comprising a plurality of information 
elements al,.\,an, where said information element al is 
originated from tshe sender and comprising the contents of the 
information being electronically transmitted to said recipient, 
and said one or more \nformat ion elements a2,...,an comprising 
dispatch-related inform^ion and comprise at least the 
following elements : 

a2 - a time indication associated with said dispatch; and 
a3 - information describing^ the destination of said 
dispatch, 

and wherein at least said informatiNDn element a2 is provided in 
a manner that is resistant to or indrcative of tampering by 
either of said sender and said recipient; 

associating, by an authenticator functioning as a non- 
interested third party with respect to the sender and the 
recipient , said dispatch-related information Vith said element 
al by generating authentication-information comprising a 
representation of at least said elements al, a2 and a3 , said 
representation comprising a set of one or more elenaents, each 
comprising a represeAtation of one or more elements \f said set 
A ; and 
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securing , by said authenticator , at least part of said 

OfifO'"^ authentication- information against tampering of [atT 

sender and recipient 





125. (Amended) A method of authenticating a dispatch and 
contents of the dispatch transmitted from a sender to a 
recipiency comprising the steps of: 

receiving content data representative of the contents of the 
dispatch originated from the sender and being electrically 
transmitted to sard recipient, and a destination of the dispatch; 

providing an indicia relating to a time of transmission of 
the dispatch, said time\;^lated indicia being provided in a 
,manner resistant to or indib^tive of tampering by either of the 
sender and the recipient; 

associating , by an authenticabor functioning as a non- 
interested third party with respect to\the sender and the 
recipient , the content data with dispatcn\record data which 
includes at least said time related indicia >and an indicia 
relating to the destination of the dispatch, to^generate 
authentication data which authenticate the dispatc^ and the 
contents of the dispatch; and 

securing , by said authenticator , at least part of islie 
authentication data against tampering of [at least] the sende: 
and the recipient . 
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137. (Amended) An authenticator for authenticating a 
dispatich and contents of the dispatch transmitted by or for a 
sender rorom a transmitting system to a receiving system for a 
recipient Via an electronic communication network, comprising: 

an inpu\ unit coupled to the communication network or to the 
transmitting syk^em for receiving content data representative of 
the contents of tn^ dispatch being electronically transmitted to 
said receiving systemV and a destination of the dispatch; 
means for providing\an indicia relating to a time of 
/ transmission of the dispatc\, said time related indicia being 
\ provided in a manner resistantN^o or indicative of tampering by 
\J either of the sender and the recipKLent; 

a processor for associating the\:ontent data with 
dispatching record data which includes at least said time related 
indicia and an indicia relating to the destination of the 
dispatcher and the contents of the dispatch; h^d 

means for securing at least part of th^authentication 
data against tampering of [at least] the sender and\:he 
recipient, the authenticator functionincr as a non-interested 
third party with respect to the sender and the recipient . 




149. (Amended) An information dispatch system in an 
electronic^eoinmunication network comprising; 

a source transmit'E"tn€f^ystem coupled to the electronic 
communicating network f6r sending a ^Sirs^x^ch from a sender to a 
O^ recipient ; 
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\ destination receiving system coupled to the electronic 

communication network for receiving the dispatch for the 

recipient X and 

an authenticator functioning as a non-interested third party 
with respect to the sender and the recipient for authenticating 
the dispatch and\ontents of the dispatch transmitted from the 
source transmittingNsystem to the destination receiving system, 
including: \ 

an input unit coupled to the communication network or 
to the source transmitting- system for receiving content data • 
representative of the contents^^of the dispatch being 
electronically transmitted to said destination receiving system, 
and a destination of the dispatch;\ 

means for providing an indicia relating to a time of 
transmission of the dispatch, said timev related indicia being 
provided in a manner resistant to or indrcative of tampering by 
either of the sender and the recipient; \ 

a processor for associating the content data with 
dispatch record data which includes at least said time related 
indicia and an indicia relating to the destination of the 
dispatch, to generate authentication data which authenticate the 
dispatch and the contents of the dispatch; and \ 

means for securing at least part of the authentication 
data against tampering of [at least] the sender and the \ 
recipient . \ 
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^58. (Amended) A method of authenticating a dispatch and 

contenos of the dispatch from a sender to a recipient, comprising 

the stepsV of : 

electrionically receiving content data representative of the 
contents of tme dispatch originated from the sender, and a 
destination of Nihe dispatch; 

generating av paper document printout of said electronic 
content data to be \iispatched to said recipient via a selected 
manual delivery servaVce; 

providing an indiSla relying to a time of the dispatch, - 
said time related indiaiV^eing provided in a manner resistant to 
or indicative of tampefringv by either of the sender and the 
recipient; I \/ 

associating , by an authenticator functioning as a non- 
interested third party with respect to the sender and the 
recipient , the content data withXdispatch record data which 
includes at least said time relatecd indicia and an indicia 
relating to the destination of the oispatch, to generate 
authentication data which authenticates, the dispatch and the 
contents of the dispatch; and \ 

securing , by said authenticator , at \east part of the 
authentication data against tampering of [at least] the sender 
and the recipient . \ 
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\l59. (Amended) A certificate for attesting a dispatch and 

contents of the dispatch, comprising a representation of the 

followirra authentication data: 

content data representative of the contents of a dispatch 

being electronically transmitted by a sender to a recipient ; and 

dispatch\record data which includes at least an indicia 

relating to theXdestination of the dispatch, said time related 

indicia being proyided in a manner resistant to or indicative of 

tampering by eithen of the sender and the recipient, and at least 



of [at least] the senper ^drid the recipient, wherein the 
authentication data areVrenerated and secured by an authenticator 
functioning as a non-inteis:est>ed third partv with respect to the 
sender and the recipj^ea^r r \ 

160. (Amended) A method ror verifying the authenticity of 
either of the contents, the timeNand the destination relating to 
a dispatch from a sender to a recip)ient, comprising the steps of: 

providing a representation of e\ther of said information 
elements ; \ 

verifying said representation for match with a 
representation of at least part of authentication data, said 
authentication data generated by an authenticator functioning as 
a non-interested third party with respect to Vhe sender and the 
recipient and comprising a representation of the following 
information element: content datqi representativeXof the contents 




part of said authentication 



a being secured against tampering 
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of the dispatch being electronically transmitted by the sender, 



either of the sender and the recipient, and said authentication 
data being secured against tampering of [at least] the sender and 
the recipient . 



The Office Action to which this . Amendment is responsive has 
been carefully considered along with the references cited 
therein. In view of the foregoing amendments and the following 
remarks, it is believed that the application is in condition for 
allowance . 

The present invention is directed to a comprehensive 
solution for a sender of a dispatch to address the evidentiary 
questions regarding the dispatch: what information has been sent, 
to whom, and when, without requiring the recipient's cooperation. 
The dispatched information may take one of a variety of forms, 
such as a conventional paper document, an electronic message, 
etc., and the delivery may be by a conventional courier, an 
electronic transmission over a network, or other methods. The 
method and system of the invention provides a convenient and 
reliable way to authenticate not only when, how, and to whom the 
dispatch was delivered, but also the contents of the dispatch. 
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